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Abstract:  As a kind of information-stealing software, spyware is featured with high threat and concealment and is
widely exploited by attackers nowadays. Since the stealing behavior is executed under a specific trigger strategy, it can hard-
ly be captured by the mainstream malware detection methods based on dynamic behavior analysis in a short time. Frequent-
ly, the corresponding performance of spyware detection is below expectation. To tackle this problem, in this paper, the influ-
ence of different inducement operations and inducement strengths on the inducement effects of spyware from the (Applica-
tion Programming Interface , API) level is firstly analyzed by introducing the idea of actively inducing spyware to perform its
secret stealing behavior. Then, a Spyware detection method based on inducement mechanism (SDMIM) is proposed. SD-
MIM consists of three phases: inducible operation filtering, software "activity" calculation, and spyware discrimination. It is
fit for the inducible detection of various types of spyware. Experimental results show that SDMIM can achieve an accuracy
of 95.98% for detecting a dataset consisting of five kinds of spyware.

Key words: spyware;inducement operation ; dynamic detection ; trigger implementation strategy ; API call

1 3|= % B EAA . (NTT Security 2019 25K g B H AR 45 )
7% D S o B — . e B
28
TR I ISR S A T S 9 2019 Top 10954 0 455
EERCRSZT AR ROPREXEAZ BAETI PRSIy o sy e 2 B P 0 P 2 280
THOLF Ak ueh & IR s RO E BT e e i e 4w — .
ot 6 T 9103 ol T ot T S R £ 9 B o 0

P A5 TR S5 18 RSO 5 b DS O, MO S O T B . T R

Wik H 91 :2021-08-01 5 & [l H 1] : 2022-03-04; 53T Ji 45 « F2 2448

AT H KA RPE 4 (No.62162009) 5 53 M & A SR Bl 2% 55 4 (No. B BH & JE Ak [2020] 1Y268) 5 9 /9 44 1 5 0F & 54T & 1
(No0.212102210084)



o4 W

S8 A FlEE T 5 AL 64 5] AR A DU 12 1015

JISL ik A PIAT | A S R SO B S5 BOR L T F B
FEISAT H A BRiic P | o fioh 5 BRAT 98 1] AR 7 27
LB B4 fik 2 2% PR A5 205 L B A AT R AT R 2
AL 8 T SR A A 77 92 2 B T A o B s 2
WTTYE I ITERZ VR — € I KN AT e
TEAE R A T B A MR .l T4 ik
AT A8 ) SRR A AR AR A R 20 T8] A A T D 5
BRI IERAT R AL Ge M3 3R T R A A
D5 AL SR PR 02 S A T 4 2 i A A
PEALE.

BERE B3R ), AR SCR 5 5 0%, 2 3hi75 A )
R AT H 57 ATy (322 Wi B B BR A5 BT
). AR TR AR AR T B A R, AR SO TR
4w #2211 (Application Programming Interface , API) JZ T
ST [R5 T 45V RIS 5 8 T [B) 35 R 1) AN [ 35
ROR , IF LU S Bl 27— b 3 T 5 S AL ) 0 ] 35
A #6390 7 35 (Spyware Detection Method based on In-
ducement Mechanism, SDMIM ). SDMIM £, & 75 5 /E
TE AR BRI AR L [R5 3 A B B, BRI
FH T Z2 R AL B A 1) 35 T A T

AL EETIEWNT .

(1) XF Z2 30 [F] 2 AU 14 [a) SR AF A A7 R AT 0 =X
HEAT A3 BT, N AP PR 1) £ BE AR R M) A A
T ARG O T AT 0 22 53 LA KOA [6)175 484 155
i X ) THE AR A A [R) 75 e a8, Sl et T ][] 35
AR5 T 2RI D7 125 B LAl

(2)TERS I R AFAT R 5 A ROR I Hr i Al |,
T T T L A [R] SR R A 7 1 SDMIM.
SDMIM LAZH 2 (5 AR S5 BE Al REASIE ] T2
T S AU [) PR A 1) 5 S ARG

(3)feff AN ] 286 2L 114 22 3 TR1 S5 40 A S T i 321
J 9 FE AS £ %) SDMIM 47 52 46 ) 3 . 52 46 45 R 3R
W], SDMIM BE % 75 % FE AR 46 145 3] 95.98% A & I 1fi
iR

2 tHxIE

(] A A2 000 2 14 7 0% 2 A AR T 90k 1) ol 5
M AR E M A T 2RI Ty i X
STy A Ay Sl R AR ik S AR O ik A TR
SRR Ty 2%
2.1 EESRNTE

A RIE RS FEA BT N H B P RO 2 H
A BT B AR R ) — ) Sl B T G A 5
61 A7 1, I DA i BORR  18) F AS R AR R A T B AR
PERGIN Y 7527, Ding 28 N SR BOE 340 0F 1Y n-gram $
VERS A R R AL, ) FH U B A 0 286 A T B R . K-

mar %5 N F MR AL R OpCode J-25 & 11k
B AT R ARSI . Guo 28 A8 B R B AT R
R KR L R VG G116 38 BURRIE J5 42 F S ) & L
AR . Chu N K A R R
i G B I 28 00 JOB A . AR UG, s A
D5 ¥R T A AT R 5 AT R AR R X AR X
T AnE AR TRIE S B AR AR .

2.2 EhEMTE

BlASKS I 48 7 52 78 PR A 70 B AR I T ISR 4K
HSEAERGEN A EAT R, IF LT WL B BT R R AR
HEATRIN B 71 Javaheri 25 N0 RGEERRAT M iE
A58 AL HT JRIP 1 J48 PSR 1 kg 43 2 a5 Ul 1F] 58
. Chen %5 N VMR I8 47 81 R IR 4 AP
FFHIVE N RRAE , P AL &8 2% 2 Sk SE I &R Ak 1
. Allan %5 A"V Cuckoo V0 A4S $E UK 2 7 1F AP
R, 454 N-gram Fl TF-IDF 2075 46 1 3 35 4114 . Fa-
sano % N B AT WP AR AR A AT Sy, (o R Bt 23
N RG] BE 1 . Amer %5 NS Word2vee 7R
APLERECZ [A] 1R SO HR A 3 IR AT KA 8 A6 0 % 2
A . Wang A NV Word2vec #5550 75 1) 454 () APT
) ) i, PR 3% 22 P 28 P2 URFAE 45 G s LI A
W AR . AR LT B SR T 32, AR Iy i AR R
WA RL T nse SR B BOR S r BAA —E
PEBE ABIEZ TR R XL T fih & A 755 3l A b skt
TR B 0] TS A0 40 G T 23 A g G B s 220,

2.3 ETFEEHKRNAE

(] HE SR A R ik i RAT 4 Bl AS B RE R R, AT
57 B PRAERT Bt . PR, F LA B S S Al A A Bk
Fron S e a2 45 2R 2R TN T NK
A1 160 A T ML S R S e R S Ao R s — 2 ] S R
LRI 5 T K 7 5 1 S T B O AR
TR RS E A IR (HHE R I A
FHE > H AR K AN [] 288 7Y [R5 B A 1) 35 & ROCR 3R 47
Br. Alsaleh 25 N VR T —Fh A 0 0 2800 05 2, 5
S BRI 5 IE B AN R B % AT o LA T
Rl . B AR, A ST T A ) R R R A I ATE Y v
KL R G R B TR ARELR AT .

ZE iR BUAT 04 [R] TR R A A I v v A A — Lk
ASJE T ARG I 7 3 X LN, 6 B R T AR TR v R e
T AR ARV EERR A2 5 36 T4 00 sh 2 A0 9 75 22 LU
A AT R REAEAE A 0 AR i, A TR £ B T fink 2 Bk
A7 SR W% P T) THE 2 B 255 2 s B0 s 23 o sl s ) %
AEERY B YT T S I T LA B A S
FRVE B /D B A E A R PP A A S R8T, sk L)
FROFE T 2R AR R . 51 B T i AA e
ANJE AR SCN AP FH B 0 FA BE R R AN [R5 45 4



1016 H, ¥

EE 2022 4

5 S T TR R [R5 R R, I LA A St 4
HERE TR 2 A2 A B (AR P A 5 e AR v

3 EIRBREITAFT LR T

Wit 5 ) A RG50S T
S, (BB A I 2 3 Dy 6 SRS 0 A [] T P B B 1
fiuh 2 AT A5 R AR .l T fih A ST RE RS 18 A1 TR AR A

AT B3 247 A I ELAT AR 58 A B, 224 i 4 A fioh %2 4
AT B PRI TR AR B AN BRI . EE Xz R B AR SO0 S /i
FIAY S AR A 3 B 5% AT AT O =tk
T TSR0, 14 H T SRR 303 4 a] 54K 14
EATAEAR (117 KA1 AR R FAS ) 14 A5 1) ) 3
AR A EHLE Ok O ) 1) BT AT T
RHAT AT 2.

R1 FAEEHEERENEEFTEITATITAR

FEAZE Y AR 5 L FEGEITNIIT A SR IB R AT
AR EICREA(S,) 33.3%(101/303) | REETAELE T ERAT BT Al A a s 1 B A B N
SYME I RAS,) 18.5%(56/303) | ZRGETTAAAEE G B VISR IEAT B a0 S L 55 DI ORs I i Y 25 N
15 B (S, 17.206(52/303) | ZR 8P A7AE 8 1o 0 2 2500 4 B 07 S i S Sy e 1 I 135 J
St EARIOE(S,) 16.2%(49/303) | ZRGe P BUARFE £ RS 2 ald T H /26 A e iU 4515 B N
LA AT RS, 14.8%(45/303) | REEPAEAENE S | 114 SCfF SR F S e DA G 15 J
IAZE 1 AT, b R (] R A 257 ) b o AT o %2 TRHRAFEFSENESHAPIERNE
ﬂi%#m,ﬁ\azﬁfﬁ%”ﬁjv R4 2R 50 v AE AR R e BRI APT A
TS [A]EAAE A 2 S AR N 87 AT L A A DA A BRI BEAR SRR AT | B
T i & AT TE) SRR A, AR SR T S 00 JEL %, DA APT B/30s | 30s
PEFH 0 B SRR (R R e 1 TC s AR 0L T 1A T e [logserspymonitor | 9763 | 96 528
R 22 5 VA AN TR 48 5 S 0 R X TR SRR i AN o Enregisterkey 10507 | 72013
Iﬁhﬁji%l% KmsKeylogger 11307 | 70155
B N TR B AE A S FRAE T S pin [ Minonckeylogger | 11089 | 70274
(977 2 5, A SCREMLIE IR T 5 Fh 2 7805 15> i 4k S fsale o813 | 759%
P REACR 6 R AT B 8 AN IEH BPEREA . XS REATE 22 HZRNE 274 | &7
BT QQ A MRS 28 360 A2 B A7 20U Wegame I e felog O3 | 00488
SERCPRE) WinT SR UE RGN AN BIEAT A4 FIAE30s | fownn O B
Fy 1 B 1 S~ A8 TR 4 0 P 53 S BAAT 0 e Tioss T 57em
BN ki R DA e A B S VA | %%F%%uﬁji%ﬁdﬁli it B B SpyMonitor o858 | 75704
BRVER 5 U T T IS [R] Bt (AR SO 122 B[] B i 44 0 7% B Keyneniry o151 156 179
1) 130 s (9 TC15 S ERAE AT B 1) B (AR SR i B ] Ex HawkEye 10572 | 82368
i 4 R S0 ) APLIE T B it HEATIC 5%, 8 5 3k 2 R Predator 10695 | 6129
E](Jéé': : A Actualkeylogger 11673 | 165 826
W 2 From , AR SCATHT B S P S0 B ) TS R A AR A | 10 803.6 | 89 401.8
7EHAF S AR S SV T — 2 50 10 APL (HA WinRAR 10076 | 9675
Z AU B (] T A 1 R AR A 5 S 300 BT 0 FH A9 APT 2500 A LT Notepad 10462 | 10589
2 AR S . ok 3R B s S ] R R AR 1 S b A B Explorer 9502 | 9795
i T 2 04T R S RE IR 3 2 38 BN B AT (R IE INARRAF Office 9152 | 9733
A REARTES S AR5 S 018 FH Y AP £t AH 25 1R IEREA | et GameBar 9592 | 9756
N TR T A 1 5 B O X B T R B AT N B W2 Firefox 10339 | 9576
VA S — Wireshark 10268 | 10683
F2 TR 53 B [R5 T 45 1 X6 A1 SR A AT Sk 1) 52 360 45 1% 9493 | 10865
Wil PR 1T IR A A R SR A R R R P A L IERBAFIME | 98605 | 10084.0

Fimy , PR s B DASREAE A T S R B0 31 Tl AR LA
ZA R 8 A IE T AT 73 B xd 5. e BNE T
WA T — P AR SRR DL T X SEREARTE 54>

V5 (AR 30 o) A S AN ETE S ] (BN 30 )

JIr e APT B 250 N8 3 R
2% 3 58 7R T 0 BT 1) 1) TR A R AR A AN [R] 14 15 e 4
FER, Br3a i APL I FH &G (5 407 19 APT A5 ek 2=



o4 W

S8 A FlEE T 5 AL 64 5] AR A DU 12

1017

K3 IBRHAEARFSRIETHAPIARYE

APTAS{L A
SEX5 APTIE %k
V5 A ! (501 51 5 10
A5 | B2 Z3)
[a] EARAE | 10 613.7 | 76 321.0 65707.3
s g |l
WA 9895.1 | 10086.8 191.7
[a] EERAE | 10 976.0 | 19 614.7 8 638.7
T Likatas
EF A | 10362.6 | 10 429.0 66.4
[a] EERAE | 9799.8 | 14 278.5 4478.7
T ks
AR | 10 696.5 | 10 056.8 -639.7
[A] 4R AF | 107033 | 16 123.4 5420.1
e |
EHEAE | 10193.0 | 10237.3 443
[AIERE | 9641.2 | 16348.2 6707.0
AP
IR | 106793 |10 158.5 -520.8

3Ei§§FﬁﬁEﬁAPI§&i)7ﬁ—%%ﬁJ RIAS [a] 75 R A
X ] — & [A) TREAR A I A AT B AFAE R A 363
I S T R R AR 2537 S 0 RARF 400 P i T Y
APLECR 22 5AR /N TR BIE T2 A5 A U5 SR AE X IR
AT RO L B R

B Je 73 B AL I T AL AT AS TR] O R 7 5 R A
(AR 44 75 TR, B U /min ™) X ) TREARAF A T
SHHYSER . A SCHE 34> 30 s BTE S48 A il 3R T 5
10 YO 15 Y £ el #4810 5% 3 A B e s 2
AR A REAAE A7 0 N 2% B T B9 APTRICHE , 45
AN Vs . R BEAE S0 B RSN, 2% 18]
B AR S A AT T B 280 19 APL X R
[Fi) 14 35 it J3E X 18] TSR B9 375 e ROR ™ FE A RIS )
L% 08 8 55 BT kB4 ) R AP A7 D e e A G

2.5 “IEBRL” THEE

KA.
r-r-————"—"~—"~——-5—-—"———-=
| LVB S |
: SR ﬁﬁ%%&ﬁﬁﬁ:

<
& Y2
| - o
T SR
| v | ram
| @ | —
| A — =
== | U ummens
=" |
| srewzsg I
|| (TaEiEAF A R ) 9 | @»@
| ~~—~ g
wmem | || monns
| | 5147
L e e _ T

Ly LR oy M TR ()RR A HAF S 30T T B
APTRC W 2 T HAR 0], HASR A5 480 K07
S50 G [R] R I 375 A 7 LR B APT R0 A7 AE 5 R
Wi . %45 R N AR SO AR T AL 4 1) SR A )
TIEBE TR . 5 B T A0 R B R R A RE A

T AR A 4 2 B3 U 45 E R GE K2 R (|
et Z 40 R WA |, WJG 7L 38 28 APT 23 i [R] 15
A, BEB AT DASE A o 28 38 o3 A2 28 (R AR A
—4— Keyloggerspymonitor
1.6x10° Enrye g?s%erkf:)}};
1.4x10° KmsKeylogger
1.2x10°
‘\5 1.0x10°
i)
& 1.8x10°
B
F 1610
o
< 0.4x10°
0.2x10i
0
5 0 10 0 15
AR /I

P ISR AN R i B2 T B APLI B

4 ETFEIH0ENEREGEN T E

BT 3 A B A SR T —Fh a5 AR
A6 5 v SDMIM. SDMIM i 1A HE 22 40 8] 2 FF 7, 49,
BTSRRI BRI TR AR )
B34 FE B R I 4 3% 3 A4 By Bk AT T 40
ik .

3 [ A )

(R AE

A\ 4

E.L

T ER
i OPEIP ]|

N/#

YEBRIE” 5

IER B

B2 TS A T SRR AG Ty i B A ]



1018 H, ¥

EE 2022 4

4.1 FERERE

55 3T A AT A A R RS )5 SRR AR o ] — 2
TS 4035 K SR AN TR . oh T AR TS AS i) 24 A i)
BRI KA SDMIM 418 T — M &% 2 Fpif S48
VERISE G, I 30 b i 8 1 175 3 6 1 0 s 5 7 DA o i
O & )RR R 75 S R A

(DI ARG A

AR SO 22 T2 R 4 [)REAR A AR AR R4 T35 1] 43 #7 L
KB AT 1 AT, R IR A — S ] P e B
(TP S S Pak ¥y NE A1 41 S EUN Dl E At
FTRIBRVE AR . ARIRZRR 8, A SCIE R G D £ 3l S itiA
[Fi) o 288 K 30k 1 FH P A, UL [ S 3R A2 R AR o) 3k 2
FH P A 00 SO 0 e 2 D Rl P 48 v i 1
TN 4 TR 14 18 B2 B MR RR A G I 1 P
Bl HEN B S RIEE S 0=1,,10),(,,5) -, (i),
2. O E— SRR L ) IREB T FAT N | L H:
PATIIRE c.

F4 FSBIEES

75 VAT H HE | P BTN R
1 [ iEs 12 10 | HEasCHE | 4
2| ElKiERE | 6 11 BRI 4
30| ATHSCARR |6 12 AT 4
4 | SRR |6 13 FITFHIBE 6
5 | ATHMHET | 6 14 R B8 6
6 | XHIMH®ET | 6 15 I Y I 5T 6
7| BIESCHEME | 4 16 IR HE 6
8 | EHSCITHRAE | 4 17 1 4
9 | MBRSCHEAE | 4 18 WAL 1) 3 4

(2) A5 F AT 1

T AN )75 S B o) ] — 288 B] 35S R 1 APT 9
B 7 A B R [F], SDMIM 5 2 WA SHIEE S 0
PG H BB AT R R T ARG T T S A S R i AT R Y
PR ARSCERTT T W BT A ROA S8R E
L A e O PR IR B A SR G
) TE RGP AT 30 FP I 3R U IR ) BE 9 &R 48 APTIA
PAT G, ) AR m, KT T My, WA 1 0 36 T
(i;, ) B HA R FHAE 4 O h 455 SHRAE TS 2
mBINTF Moy, s W BOCH 7= A e K, 19 G, e ) AR
WA RS AT
4.2 HE“EHRE"TE

55 3 AT A S R RIS S0 R
SR APTIE B AR AT A D 2550, 1 1E 5 3R A X
B TRL B ) APT YR B LT3 A 2200 . R, 8
TR AR S 0 AN AR 5 S 30 A0 05 BR R | A SR8

B AROESEMERE

WA FEAEHES 0={(,,10),i,,5),
A RO S ERAEG, o)

1. FORi=12,-,18DO

2 H ST HE S REG, ¢)
3 ISR AR GE T APLIE A m,
4 IF (m2My, 0

5. PEOZTE ARG )
6

7

8

9

’(L'IS’Z)}’I‘EE{E MThreshohl

BREAK
ELSE
i=i+1
END FOR
10. IF (¢ >18)
1L BEHOM RV SR, )
12. END IF

ST A TEREREET (10 » AR — 1 BsF [) B2 1) “ 06 BR
JEE T BB R R AR B A 7 o AT A B B
U BRI B A A AR A A A T A R ORI TR BR T T
HWALIR . TS BT

(DA R EE

AN RIS S A T HAE R 5 5 10
Z 0 AP A 22 T 5 S EETIE A .
e O B REEE S B 44T, SDMIM K | —
By B 32t 1A R0 S B | i IR0 5T 38 2 4 1 B 1)
5] B 7E FF R I 2R 48 v $AT 9 38 1 W 2 T H Process
Monitor $& R 48 145 B 19 APL(FR 5 7 14 (] 5 4 14
BRSO R G0 APL R [ 5 APLAE). 5 S b 42
Wy APLER R i AT A5 Induce_KeyB=1{ (API,,
H,),(APL,H,) -, (APL ,H) |, dEi% S LU APT
o B AR 5 W4T 8 % & No-induce_KeyB={ (API,,
J,) s (APL, J,) ==, (APT , ] ) |. Hid APTAR R F-Fh API,
H AN J AR % AP FH L

(2)“WHBREE T

HF L — & BEE A Induce_KeyB 5 No-
induce_KeyB, SDMIM ¥ i i 2 (1) #1128 (2) 4 3 11 &

" g g
(1)

xc;

R induce_i = T
induce

Hor H R Induce_KeyB W1 APL W %L, T, ... 5T
AT (B A min) ¢, R 175 0l

J,
no —induce_i = Ti ( 2 )

no —induce
Hodp | J. 4 No-induce_KeyB H APL B HEL, T, e N
R I
BRAEAE S S A AR S 0] b O A APT R SRR T
TR AR YT BT S (9470 . SDMIM AT O 7 o 4

R



o4 AR R TE AL A RS I 1019
&5 SDMIM s## APT
APIF% API & FR APLF% APIAFR
API CloseFile API, QueryBasicInformationFile
APIL, CreateFile APL QueryDirectory
APL, LockFile APL, QueryNOpenInformationFile
API, ReadFile APL, QueryNamelnformationFile
API WriteFile APL, QueryOpen
APL, RegCloseKey APL, QueryStandardInformationFile
APL, RegCreateKey APL, CreateFileMapping
API RegEnumKey APL, FRForSectionSynchronization
API, RegEnumValue APL FileSystemControl
API,, RegOpenKey API,, FlushBuffersFile
APIT,, RegQueryKey APL, IrpMJClose
API,, RegQueryKeySecurity APL, Process Profiling
API, RegQueryValue APL, SetEndOfFileInformationFile
APL, RegSetInfoKey APL, UDP Receive
API RegSetValue APL, UDP Send
APL QueryAlnformationVolume N/A N/A

T PE Y AR L TS R (3) # APLTE B IR, ...

induce_i

A IR, . AATHIALE B LIRS APLER &
HEER.
Ri =w, x Rinduceii + w, x Rno— induce i <3)

Horbr, w Flow, ACE R O 1 58 5 454 0k ] 5
A 5 R ROR AR SCOK w, il w, 43 1 E R 0.9
0. 1.

2T K SDMIM Kt APL I ZR-5 15 S {H R, 5 T B i
Ry T () PR BEAT LA 2 R KT Ry, U
% APLIE E O 1 f50UR% APT (A 38 L X 175 3 4538 1 I
BUR ), HARURE 7l Sensitive, (A SCH T8 L Fow
AP U AR B2 ) 55 T R 5 S 2 W Sensitive, 55 T 0. i
Ji , SDMIM i =X (5) LR 4 2 543 B JiNl Sensitive, (i=
1,2, 304 B I B A T BREE T e
0,R, <R Threshold_i
R R;> Rpehold i

n=31
behavior — SenslthCi ( 5 )

gr LRk il i PR B AT A TR AR
TP R 1) DR AN 2 B
4.3 [EREAEF5H

SDMIM 7EA [ Bt A AT 2K (6) X 4R 1% BRI 1,
bovior 3 BUE BT B AEL Ly, 0 PEAT HEASE, AR HEAEAS R H
TP I AP 2 T SRR A 3 S T8 A < 24 Y=0 I, K i A
DA AR 0 590 DA T B 5 24 Y=k DDRE AR ARG 8 7414
9l A T AR A

(4)

Sensitive, =

1

’ [bchavior < ]Thrcshold

A

Y= (6)

l 1’ ]behavior 2 IThreshold

Bk2 HEEEREHE

B ACREAR 1975 S W45 M A Induce_KeyB S5ARE ST NS
No-induce_KeyB
B A IOTRIREE T,

FOR i=1,2,---,31 do
HYEZ () Induce_KeyB T APLIUR, |
HAEU(2)1 155 No-induce_KeyBH APLIWR .
RIEAXGHHE APLEY R,
AR (@)Y APLAY Sensitive |

END FOR

HRAE (54 « F BT A Sensitive, RIMAGHI L,

5 LHHER

5.1 SKIEIFE

T I SDMIM B9 AT R , A SCHE L 20 G 1A
f \Intel i7-8700 4b BEAS (49 1) BEAL b £5 22 FTP IR 55 #3545
W a1 A UL 5 B AL 2 G NAE .60 G REEREL
VMware Workstation 5 fEUAILAE A S B0 FE AR 19 S 06 34 5%
IR I AT Q3R 6 s 1Y TEH R . el 56 B
SR T, T e BTBCE R 1 min (P Z FILESE S
7R K Time , X [ SDMIM $&HUAT R BB ) L 1y, 12
B 47000, 18 [ Process Monitor i 3 APT 5z .
5.2 HUEE

AR SCSL 6 AR P[RSR T B VR T virustotal .com,

F6 IWREPBIBITHIEERGE

N oA LN

N2 N4 N2 W 144
RUPIREES AR Y BIRZE | BAZUM. Wegame
WK B QQ Rk csrss.exe, dwn.exe
s LS 360 A Ef THJ | PDFFEGE . M ik




1020 H, ¥

EE 2022 4

virusshare.com, github.com S5 W, EH A R T 360
B R . SRR E 5 R 3k 303 AR E 12
FFREAS (el 117 SR B SR HIAS ] 3 15 31, [) 54
PR ENLE To ik e i | ) Fn 7 A 2R AL 220 4~ 1Y
IEH FREAS  AL3E I N B DR A8 A3 A A R 2R
Bofb TR A LS B AR T R AR O A R 7
Js .
R7T ZLWEARBRHE

TP REA ST Hoit () PR R AR 2 TR K
IR 52 A B0 s 101
ST A 26 EURPILEISATRE i 56
ek 18 EIEEIsIneSil] 52
THRAM 46 e BB 49

EALEAN 18 AR R R 45

W RAE A 3R A 20 N/A N/A
BENEImAGE CLE 40 N/A N/A
IEH B AREA ST 220 ()RR AR ST 303

5.3 iFfhiRE

SR I BRI T 5 2 Accu-
racy) K5 % (Precision) 73 [A] % (Recall ) LA & F1 4E K
SDMIM R B 0 V(45 57 348 5 T2 (7)
(10) AT

TP+TN
ACCUTaCY = fp  Ep L TN+ FN D
.. TP
Precision= TPLFP (8)
TP
Recall = PN (9)
Flo2x Precision x Recall (10)

Precision + Recall

5.4 XWHERRSWH
5' 4' 1 MThreshold [‘EEHE_E RThresholdJ‘ rﬁj{giim

AR A A M, I (4) P E
Ry oo BT S50 . ARSI S0 4R BB LA R 104>
AT B L SRR B R AR 101 I8 3 FREAS 7R
P4 1) S 6 PR BT R PA T R N 12 W /min ()RR A e o S
SHRAE . ARSI 1EH ST (LR R+ A IR
WA )W RGN IE T RGBT RIS 1T (SE 5 PR
B+ B MR G N FHE R%. LIRIER RS
FLSH RS 30s 52 W N 1) APTIA FH AR QN 26 8 T/

R 8 I GETH AR AT LLE B A LEA T s R AT
SHH R G0 R B APV A0 = 1R R4, Bk
LR T IER 250, HEHT A S HMIERE S5
SH RGNS R AR R B N SR SRS M,
SR TSR T A I =00, M, L, =T72212, 40
] 3 7R ZAE R /N T 558 REIE (116064.6) 5 1EH &
GLIME (42978.2) [ 241H (73086.4).

RS AAEERGESREZRSEIONFSHMAPIHERYE

IEW ARG AP F B S ARG APT 8 Bkt
WinRAR 36 083 Actualkeylog 182 946
Notepad 38 405 Actualspy 105 897
Explorer 40923 Cyborg 89 362
Office 45 286 Allinonekeylog 97 524
Wireshark 49 827 Isafe 109 450
Firefox 47439 Refog 176 682
GameBar 39 682 Enregisterkey 96 283
360 41 % 40 028 PowrSpy 87 449
iz 41916 KmsKeylog 112 067
Xshell 50193 SpyMonitor 102 986
IEW RGHMHE 42978.2 SHARGYME | 116 064.6
1.8x105 | X X O IE ARG APTI F it
X 5 R YL APLI F s
1.6x10°
1.4x10°
1.2x10°
g12X10° | e e e == - 116064.6
= 1.0x10 X X X
= 0.8x10° X
72212
0.6x10° 0 0
0.4x10° OO.O....O. .......... O ....O....O....O. ..... 429782
0.2x10°

K3 ANEIER RES553H RGAE 30s 75 F W09 APTE FHECR /A

Ry TG R BN B U APT O H 52 . AU Bk
10 AN TA] R A AEAS T 10 A TE 3 SRR AR 30 s A Y APT
JE AR A AT 2 (1)~ (3) TR AR 1 31 Fob
APLA A MZEAIG WA R, 5 R NFE PR . ASCKF 9
) R (l‘m%wﬁ#m;ﬁ%“ﬁ#m) A E G
VERA& APLI Ry, 0 SEIEAT IS EE5250
5.4.2 ARy, 00 BET SDMIM 43R

KRS (7] BE 1,00 T B9 SDMIM A RS B, A%
SCHE 5 AANNA] Ly g T I SE 5602 (42,5 303 4[] 55k
PEREAS I 220 A 1E B REAS ) FEATAG I, 45 Rk 10
P 4 i

MFN0FIR, K 1,8 10000, SDMIM 345 ¢
151 1 Precision(96. 62%) 5 24 1, , "4 6000 i , SDMIM 3k
55 = 1 Recall (97. 03%) 5 24 1, ... N 8000 B, SDMIM
AT e I F1{E (96. 54%). 43 BT LA E45 5 e iy
Lpyporg AR, R840 [ RE A AR BE A6 3 IR0 1 7
(B2 SIS 11 0y, g 23 AT 20 1 S AR A R A 1R )
SR )R A, 17 SDMIM 3R 4545 /5 114 Recall {8 F1
AR Precision F F1{E . 17 4 BEE M Ly, BERIF, K
T3 IE 5 A REAS RS 45 1E 8 H 5 AEJR R 09 Ly,




S8 A FlEE T 5 AL 64 5] AR A DU 12 1021

®9 SDMIM R EHAPIHEHER,, .. BE

APLF WEEPER | EREIER | RIER,.,. | APUFE R, | ERHHER, | MR,
API 1036.3 110.6 573.5 API, 687.1 313 359.2
API, 1113.7 107.9 610.8 API 2.6 25 25
AP, 3.6 1.1 23 APIL, 2.8 1.4 2.1
API, 29.1 123 20.7 APL, 3.7 2.0 2.8
AP, 506.8 86.4 296.6 APL, 462.9 39.2 251.0
API 435.2 259.4 347.3 APL, 58.2 123 35.2
APL 7.9 53 6.6 APL, 679.8 283 354.1
AP 361.7 135.3 248.5 APL, 662.5 28.4 345.4
AP, 16.6 10.2 13.4 APL, 6.1 7.6 6.8
API,, 588.7 432.6 510.6 APL, 5.1 6.8 5.9
API,, 495.6 476.8 486.2 APL, 1035.6 55.3 545.4
API, 81.4 63.7 72.5 AP, 712.8 688.2 700.5
API, 551.7 494.6 523.1 APL,, 1.7 1.4 1.5
APL, 45 1.5 3.0 APL, 2.6 0.5 1.6
API, 32 1.2 22 APL,, 27 0.5 1.6
API, 2.6 2.0 23 N/A N/A N/A N/A

R10 SDMIMERE Iy, ., FTIRIFH Precision, Recall #1 F1 I, 45 A2 11 FE S RS

Lesnoa | Time/min | Precision/% | Recall/% F1/% &11  SDMIMZERF Time TFK4B A Precision, Recall F1 F1

6000 2 90.18 97.03 9348 Time/min | I, . | Precision/% | Recall% | F1/%

7000 2 91.88 91.02 94.38 0.5 8 000 91.61 93.73 92.66

8 000 2 96.38 96.70 96.54 . 8 000 92,58 9272 93.79

9000 2 96.32 95.05 95.68 5 2 000 9638 96.70 9654

10 000 2 96.62 94.39 95.49 . 2 000 0671 9703 06,56

SRS F 53 ) AR A R AR Bl 15 ) 5 Sl T A L X 6 8 000 %6.73 91.68 7721

W SDMIM 35 15 45 155 1) Precision Fl %A # Recall 1 F1
{8 . 1% B0 [ 4 7 7% (69 SDMIM FE AR 1, F A5
Accuracy {H , /&2 1, .., 4 8000 s} , SDMIM 15 ] Ac-
curacy {E A 5 (95.98% ).
5.4.3 A [E Time T SDMIM {4 il 2 5

S MRS [7] Time R 4 SDMIM A6 kS 37 A S 5
Loy N 8000, 75 5 7 [i] Time T {iff JH 52 46 42 HE 47 46

1.00

0.98
0.959 847 036
0.96 0.950 286 807 (0.948 374 761
0.94 0.933 078 394 y
0.921 606 119 " /
0.92 y ? %
3
E0.90 / / /
& /
038 / % %
0.86 % % %
0.84 / / /
0.82
6000 7000 8000 10000
I Threslmltllz'jEJ {El

4 SDMIMTEARIE L, .0 FRAFHY Accuracy

WK 11 B, Bl A %) R 00 B 18] Time 32 87 3
Al , SDMIM %45 1Y) Precision, Recall #1 F1 {8 53 I F#4
B HARSEDE, 24 Time 4 6 min iF, SDMIM 3451 Pre-
cisionRecall LLK F1 5, 7351355 96.37%, 97.68% FI
97.21%. X & T [B] 35 40 0 A A 7635 5 30 T s FH
APTECEE 23 KR BE S8, 7 1E 5 84 T i A8 Ak, DA B
% Time [N, PB4 09 APLIA B 2= R BE 2
ZP K. B, B Time BEUS$2E T SDMIM X [B] 15 4k
AP TR0 IE R A B DX A A5CRE ALY, 1D S S s Bt Time
B30, SDMIM JIf 3K 45 1) Accuracy (LR #i 42 7+ . 24
Time & 6min B}, SDMIM 2k 15 4 52 56 i 5 i 14 Accuracy
(96.75%).
5.4.4 FHikdttk

ki — 25 PEAl SDMIM AR IR B, A< SCHs SDMIM
53CERL10] SCHR 16 ] SCAR[ 18 [ iEFE A SC L B0 4R
AT X SE RS . SCHRL 10 ] T ik R ST AR T A
e FR AR 5 vk . SCERL 16 TR SCHRL 18 b ik 3o
T ARSI s . LAAS SO LI REATE 2 min
B (i) B2 PR R B9 AP IR PR R B AR E A7 50 50 . Bk
X T S B AR DL 7 2 3 X004 SR A AR AR | S5



1022 H, + ~ 1R 2022 4
N .
1.00 0,967 495 22 ZERINE 12K
0.98 0,959 847 0360-963 671128 £12 RERNF E R 25 Rt
0.96 ‘ ‘ ﬁ J7EECER) Accuracy Precision Recall F1
09 oz o5 92'5927 342 236 § § § Guo (i 45) 93.50% | 94.68% | 94.06% | 94.37%
fé 0.92 N ﬁ \ \ \ Ninyesiga(B145) | 95.03% | 96.01% | 95.38% | 95.70%
4 090 § § § § § Amer"*(FH7 9541% | 9635% | 95.71% | 96.03%
088 § § § § § SDMIM(Zh745) | 95.98% 96.38% | 96.70% | 96.54%
0.86
0.84 § § § § § 3 12 fr 7~ , SDMIM 15 2| i Accuracy ., Precision ,
0.82 Recall #1 F1 #40 F3cik[10] Sk [16 ] FSciHk[ 18]
03 ! O m‘;wmm 4 6 W5 it — b IR G IR AR SOK A T A SE I
Fh o i TE A 0 91) A R A 26 R0 R B AT T G gy
K5 SDMIM 7EAIA] Time T 45 1) Accuracy *ﬁ ,25%;1[]%% 13 F)]“ZT’\‘ .
K13 EEHIBRERGH RN
T A 0
TEF P B
gk | AR FAP ST .fffw 5 FEH 47
M5 Bic 354 T AR A4
é&; - id;/:\ 30 [ A PR A A O AR P 5 d]/\iﬁié 30 T PR A A 1 B PR 5
Guol | ISR ks R A B A b e | A BRI 9 1 3 R AR O A IR
REGRRICS | LS P
WY EIeE A B R0 4 o
B B0 a4 . T HEAE34 . R .
@w;;aw | OB A SR R | :;;%' [ FOPIH AT A 0 23
Ningesiga| | j‘;‘m% | AT BT BB SEAPL 51 15 ng*;; MM | ST APLECS 0 AP 64 % 77
5 S IEoK: A :
TEH AR APT 51 X 50 AS B B FARAL
s im0 A AP St pp 4 |
BERLTS BIE R THEF3A
5@1 ;H ;;; % RO AE S AR | ;;;L_S' o [T RS 2
Amed® {Zl;a;—éz | AT MBS APT ay[a% St g | TPV APLI S AP 2067
S Ire A B 5 1E 8 JoPE % APT 51 X S AS B & : FARAL
s s | PV BACHE) APTFESILC S 8 AN L
MU RS | N T e i R P RE A — i ST
- U4 1 ) 5 SR A A X 4 I £ LR | AR SA6 ) \ o
SOMIM | RIS |y o s W e e | B L TR LA 7
I RIE R A e e TR A LI L % SO ST
HEA 1 4

6 R

AR 353 AT RIS A A T SR RS 0L T 1
110 25 57 VA KOS TR) 75 S B R S 0 ) [ 2 15
R BLRNR FE R, I AR A s 3 FH A APT K
B R 2T HARE S, EAR M S ERE E S50
JEE X 160) 3 4 BT i & 7 A APT U A7 7 5 AN R 3
Mo . JEFZ AT a5 A SO T —Fh 3L T AL E Y
T AR A G 0 77 % SDMIM. S 56 25 3 i 7%, SDMIM % 5
Tl A T80 1 [ A R R A LA R G A R A5 5 [ ek
PEAEE S R I FH 4 APTEICE S8 i, 26 A 375 S G
T3 FE RE M (5 1A) T4 A A S it B 22 () 45 o AR S LB A 5 4G
N, 7 1 B P (A T 2 12 G 0 40 3 2L A A %) oz FH
{8 . J5 SEH 2 W] i DR AR T o A 25 SR A D 3

SRS Y R AR, DAY BE— 25 8 v o [ B0 A A

S Sk

[1] DROZD O, KHARCHENKO V, RUCINSKI A, et al. De-
velopment of models in resilient computing[C]//2019 Inter-
national Conference on Dependable Systems, Services and
Technologies. Leeds: IEEE, 2019: 1-6.

Symantec. 2019 Internet Security Threat Report[EB/OL].
[2020-06-28]. https://www. symantec. com/content/dam/sy-
mantec/docs/reports/istr-24-2019-en.html.
AFZULPURKAR A, ALSHEMAILI M, SAMARA K.
Outgoing data filtration for detecting spyware on personal

computers[C]//Advances in Internet, Data and Web Tech-



4

S8 A FlEE T 5 AL 64 5] AR A DU 12

1023

[10]

(11]

[12]

[13]

[14]

nologies. Switzerland: Springer, 2019: 355-362.
WANG Z, LIU Q, CHI Y. Review of android malware de-
tection based on deep learning[J]. IEEE Access, 2020, 8:
181102-181126.
BADIH H, BOND B, RRUSHI J. On second-order detec-
tion of webcam spyware[C]//2020 International Confer-
ence on Information and Computer Technologies. San Jo-
se: IEEE, 2020: 424-431.
MALLIKARAJUNAN K, PREETHI S R, SELVALAKSH-
MI S, et al. Detection of spyware in software using virtual
environment[C]//2019 International Conference on Trends
in Electronics and Informatics. Tirunelveli: IEEE, 2019:
1138-1142.
AR, Z2500k, B A, L — R AR T X
Ptk Android 3 AT G I T7 ¥4 (], B T2, 2020, 48
(8): 48-54.
LI P W, JIANG Y Q, XUE F Y, et al. A robust approach
for android malware detection based on deep learning[J].
Acta Electronica Sinica, 2020, 48(8): 1502-1508. (in Chi-
nese)
DING Y X, ZHU S Y. Malware detection based on deep
learning algorithm[J]. Neural Comput & Applic, 2017, 31:
461-472.
KUMAR R. Malicious code detection based on image pro-
cessing using deep learning[C]//2018 Proceedings of the
2018 International Conference on Computing and Artifi-
cial Intelligence. New York: ACM, 2018: 81-85.
W&, B, WE, 5 — M T T R
Gy 051 0] A5 B4 4 4, 2020, 20(4): 31-39.
GUO C, CHEN C Q, SHEN G W, et al. A visualization-
based ransomware classification method[J]. Information
Network Security, 2020, 20(4): 31-39. (in Chinese)
CHU Q, LIU G, ZHU X. Visualization feature and CNN
based homology classification of malicious code[J]. Chi-
nese Journal of Electronics, 2020, 29(1): 154-160.
CHOUDHARY S P, VIDYARTHI M D. A simple meth-
od for detection of metamorphic malware using dynamic
analysis and text mining[J]. Procedia Computer Science,
2015, 54: 265-270.
DAMODARAN A, TROIA F D, VISAGGIO C A, et al.
Acomparison of static, dynamic, and hybrid analysis for
malware detection[J]. ComputVirol Hack Tech, 2017, 13
(1): 1-12.
JAVAHERI D, HOSSEINZADEH M, RAHMANI A M.

Detection and elimination of spyware and ransomware by

[15]

[16]

[17]

(18]

[19]

[20]

[22]

[23]

[24]

[25]

intercepting kernel-level system routines[J]. IEEE Ac-
cess, 2018, 6: 78321-78332.

VR T, S04, 48 U855 R T AP Y 91 (1 S R K 1
SR 5 vk (7). H TR, 2021, 49(3): 586-595.
CHEN C Q, GUO C, CUI Y H, et al. Early detection
method of ransomware based on API short sequence[J].
Acta Electronica Sinica, 2021, 49(3): 586-595. (in Chi-
nese)

ALLAN N, NGUBIRI J. Windows PE API calls for mali-
cious and benigin programs[J]. International Journal of
Technology and Management, 2019, 3(2): 1-9.

FASANO F, MARTINELLI F, MERCALDO F, et al.
Spyware detection using temporal logic[C]//Proceedings
of the Sth International Conference on Information Sys-
tems Security and Privacy. Portugal: SCITEPRESS,
2019: 690-699.

ESLAM A, IVAN Z. A dynamic Windows malware de-
tection and prediction method based on contextual under-
standing of API call sequence[J]. Computers & Security,
2020, 92: 101760.1-101760.15.

WANG L, WANG B, ZHAO P, et al. Malware detection
algorithm based on the attention mechanism and resnet
[J]. Chinese Journal of Electronics, 2020, 29(6): 1054-
1060.

BELOUS A, SALADUKHA V. Computer viruses, mali-
cious logic, and spyware[M]//Viruses, Hardware and Soft-
ware Trojans, Attacks and Countermeasures. Switzerland:
Springer, 2020: 101-207.

BEJOY B J, SUBBIAH J. An intrusion detection and pre-
vention system using ais-an nk cell-based approach[M]//
Lecture Notes in Computational Vision and Biomechan-
ics. Switzerland: Springer, 2018: 883-893.

2, AR, WP, 55 R TR AL i ) AR A
i 5T 5 R 7 5 CN201310466755.6[P]. 2016-
08-31.

ALSALEH M N, WEI J, ALSHAER E, et al. Gextractor:
automated extraction of malware deception parameters
for autonomous cyber deception[M]//Autonomous Cyber
Deception. Switzerland: Springer, 2019: 185-207.
HUTCHINSON S, ZHOU B, KARABIYIK U. Are we re-
ally protected an investigation into the play protect service
[C]//2019 IEEE International Conference on Big Data.
San Jose: IEEE, 2019: 4997-5004.

TAHIR R. A study on malware and malware detection

techniques[J]. International Journal of Education and



1024 H, B i 2022 4

3

Management Engineering, 2018, 8(2): 20-30.

EEEN

B F OB, 1986 F L, BB
L BT SR 5 R A B R S
CCF 2 B . F2 B 52 AUl g B 42 9 L A AR A
I ARG .
E-mail: ge_gzedu@163.com

F @ B, 1996 54, BEMIS KN Bt
MR REDIRL A G EOR BT R R, CCF
FA SO RS 19 LN 2% 5 15 R
L.

E-mail: luodi_happy@163.com

BMES P, 1986454 WMl AR AL, *
MK ZE AR S BR 2 e Bz i
Ui, CCF 2 51 . EZM Il M4 55 B &
4 KRB .

E-mail: gwshen@gzu.edu.cn

ERBRCEREE) 5, 19874, ST 5t
B . SEN R LR 5 BOR 2 BE U At
RO 1 S 3 0l e B ] 7 e AN
Bl
E-mail: yhcui@gzu.edu.cn

TR OB 19814, EBIREIAL AL,
VE B 2B (5 8 TR B % . F I 4N
G| T I €1 2 TN e - MBI~ S - M

E-mail: pyuan. lhn@xcu.edu.cn




